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What is ERM ?
Defintion

A "…process, effected by an entity's board of directors, management, and 

other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and 

manage risk to be within its risk appetite, to provide reasonable 

assurance regarding the achievement of entity objectives” (COSO, 

2004)



Source: COSO ERM Executive Summary 2017 



Important demarcations

Risk Uncertainty

Siloed Integrated

Compliance Business Partnering

Measurement Envisionment

Socio-technical Socio-cognitive



In practice ERM is about:

technologies, processes and people… 

Picture Credit: FERMA FORUM 2022 



ERM at Sandvik – The CRO Explains

“Risk management takes place in many different processes and 

operations throughout the group. The Group’s risk management 

approach follows our decentralized structure. The Company Board of 

Directors is ultimately responsible for the governance of risk 

management. The Group Executive Management ensures there is a 

common and efficient process in place. All management teams in our 

different businesses are responsible for their own risk management.”

“Swedish companies are focused on the benefits of the process, so yes 

comply with the codes, but the main focus should be to look at the 

benefits for the organization […] We conduct ERM in order to create 

competitive advantage, secure business objectives and add value to 

the business […]”

Source: Crawford & Nilsson (2021)



ERM at Svenska Kraftnät – The CFO Explains

“We try to integrate the process of planning – financial planning, 

the operational planning and risk management into one process. 

That is why risk management, risk analysis, and the risk workshop 

are part of the planning process which includes both operational 

activities and financial planning”. 

“Some people see risk management as an add on […] they don’t 

see the connection between risk activities and a potentially stable 

P&L, for some people that is a huge distance. I guess some 

financial people can find that and top management can find it, but 

risk management to some people is an unknown area”. 

Source: Crawford & Nilsson, 2021



ERM at Skandia – The CFO Explains

“A lot of those regulations, particularly those on the insurance side 

and even on the banking side, integrate all the risks and set a 

capital requirement for them (aggregated risks). Earlier, asset 

management worked on their own in managing market risks. The 

actuary function managed insurance risks. But now everything is 

much more connected”

“We really work together with different scenarios that we bring forward. 

You have certain scenarios (referring to finance), we have other 

scenarios (referring to risk management), but it is the same mode that we 

use”. 

Source: Crawford & Nilsson, 2021



ERM at Atlas Copco – The CFO Explains

The group’s risk management approach follows the decentralized 

structure of Atlas Copco. Local companies are responsible for their 

own risk management, which is monitored and followed up 

regularly e.g., at local business board meetings (Extract from AR 

2018).

“We want each manager, whatever they are responsible for, to feel 

that ‘I am a risk manager’, integrated in her job as a senior 

purchaser or an assembly team leader or general manager for a 

whole production site”

Source: Crawford & Nilsson, 2021



Is ERM still fit for purpose? 

2008 Focus Short Term Financial Risks  2022 Focus Long-Term Environmental Uncertainty



Many frameworks to choose from… 

• COSO’s ERM Integrated Framework (204/2017)

• Joint Australia/New Zealand 4360-2004 Standards 

• ISO 31000 (2009/2017)

• The International Association of Insurance Supervisors Framework

• Basel Accords  

• Organisational specific frameworks (a mix of the above)



ERM Framework Extensions -



Risk: Real World Manifestations (Global) 

Source: WEF Global Risks Perception Survey 2022-2023



An increasingly connected global risk landscape 

Source: WEF Global Risks Perception Survey 2022-2023



Risk: Real World Manifestations (Firm-General) 

Source: FERMA European Risk Manager Survey Report 2022



Extending ERM to Include ESG Risks 

Source: COSO & WBCSD (2018)



Applying ERM to ESG risk –
evidence from practice

Länsförsäkringar: 

”Sustainability issues have a tendency to end up detached, instead of

being integrated with other processes and risks” […] ” We have therefore

extended the tasks of the risk management function and the types of

risks that are mapped”  (CEO LFGB)

Handelsbanken: 
”The low tolerance for risk, including sustainability risk, is a cultural

matter. They [employees] are not encouraged to take on certain risks 

even if they could be priced favorably” (Head of Sustainability)

Source: Crawford and Nilsson, 2023



Applying ERM to ESG risk –
evidence from practice

Scania: 

”The strength of Scania is that we always try and bring things into the 

normal processes and then we work with it thoughout the whole

organisation. A centralised team in the sustainability department needs to 

support that work and everything needs to be integrated. An if it needs to 

be integrated it really needs to be understood and usable” 

(Head of Group Risk Management)

Source: Crawford and Nilsson, 2023



A look to the future 
Global Risks: Fractured Future  

“Among the highest likelihood risks of the next ten years are 

extreme weather, climate action failure and human-led 

environmental damage; as well as digital power concentration, 

digital inequality and cybersecurity failure. Among the highest 

impact risks of the next decade, infectious diseases are in the top 

spot, followed by climate action failure and other environmental 

risks; as well as weapons of mass destruction, livelihood crises, 

debt crises and IT infrastructure breakdown”

Source: The Global Risk Report 2021 



Risk: Real World Manifestations (Firm-Specific) 



The relationship between 

the GS, EGMS, and 

ERM?? 



ERM Framework at Ericsson

• Governance and culture: 

– Clear allocation of responsibility and accountability to risk owners. 

Attitudes and behaviours reflect upside and downside risk knowledge

that influences decision-making. 

• Strategy: 

– Risk management is linked to strategic objectives, and influences

business and functional level strategy formulation and implementation  

• Assessment and Treatment:

– Risks are connected to strategic objectives (see risk description and 

treatment plan tools, :19)

• Communication & Reporting: 

– Group Risk Council: faciliates ”cross-group alignment” 

• Monitoring: 

Self and internal assessment process (ISO9001)



Examples of ERM artefacts

Assessment and Treatment: Communication & Reporting: 



What about risk treatment?

1. How does an organization know 

what is at risk and why it is 

relevant?

2. How can risk probability and 

impact be affected?

3. Why is the risk appetite so 

important? 



The significance of - risk technologies

Source: 

Crawford & Jabbour, forthcoming



Source: 

Crawford & Jabbour, forthcoming

The significance of - risk cultures 



Cybersecurity 

“The ever-increasing intertwining of technologies with the critical 

functioning of societies is exposing populations to direct domestic threats, 

including those that seek to shatter societal functioning. Alongside a rise in 

cybercrime, attempts to disrupt critical technology-enabled resources and 

services will become more common, with attacks anticipated against 

agriculture and water, financial systems, public security, transport, 

energy and domestic, space-based and undersea communication 

infrastructure. Technological risks are not solely limited to rogue actors. 

Sophisticated analysis of larger data sets will enable the misuse of personal 

information through legitimate legal mechanisms, weakening individual 

digital sovereignty and the right to privacy, even in well-regulated, democratic 

regimes”.



Cybersecurity 

• A key consideration for many organisations considering recent advances 

in e.g., AI, quantum computing, IoT (costs/reputation/insurance).

• A top priority from a risk management perspective (i.e., identification and 

containment).

• Related to information (e.g., information security) and non-information 

assets (e.g., risk of harm to humans).

• Our understanding of the implications of cybersecurity breeches have 

moved beyond technical issues (e.g., the AI Act), to social, political, legal 

issues.

• Cybersecurity is now accommodated in COSOs ERM-Integrated 

Framework but is it working?
Source: Eling et al., 2021



Cybersecurity

Source COSO, 2019 Managing Cyber Risk in A Digital Age 

Perpetrators and Motivations 



Some recent examples… 

• Lapsus group – targeted Ubisoft, Samsung, Microsoft 
– Data stolen and leaked. 

• Lazarus group – targeted Ronin (blockchain bridge)
– Ethereum and Stablecoin stolen.

• Ransomware gangs – targeted the NHS in the UK
– Major outage of services across the UK

• Marriot hotels
– Remote access breeches & stolen data 



The proliferation of technology and 

new cyber threats…

Equifax CISO Jamil Farshch





Cybersecurity & ERM 

• Strategies for cybersecurity risk management

– Avoidance; not a realistic approach, i.e., considerations for product development

– Transfer; via insurance. Capacity affected by data for pricing, risk of insured risks in a 

portfolio exposed to the same incident, insurance perceived as a substitute for good 

risk management.  

– Retention; deciding optimal mix of risk retention and risk transfer.

• Emerging issues: 

– The majority of corporate data is in the cloud – the risk of attack is significant (oracle, 

2020).

– Managerial overconfidence and lack of expertise at board and senior management 

levels an issue. 

– New challenges for risk governance (as a subset of corporate governance), 

executive decision-making. 

Source: Eling et al., 2021



Cybersecurity & ERM 

• Integrating cybersecurity into ERM is very difficult. Cybersecurity is often siloed. 

• Many boards are not equipped to deal with cybersecurity, from a risk governance 

perspective this is a serious issue. 

• At the organisational level, the CRO and the CIO have a difficultly understanding each 

other because they use different terminology. 

• The ERM framework contests that risks have downsides and upsides, but cybersecurity 

risk do not have risk that can be exploited to generate positive benefits for the 

organization. 

• There is a lack of data, therefore it is difficult for managers to identify and recognize 

patterns for the purposes of mitigating reoccurring risks.

• Its very difficult to estimate likelihood in CRM (due to extreme unpredictability), instead it 

is argued that there is a need to reduce uncertainty through knowledge acquisition and 

create “cyber resilence” 

Source: Eling et al., 2021



Source: https://www.pwc.se/sv/cyber-security/cyberattack.html

Increasing attacks on critical infastructure

https://www.pwc.se/sv/cyber-security/cyberattack.html


Thank you for listening! &

Good luck with the rest of the course! 


